worldpay

from FIS

Operational Notices for Enterprise Merchants
Click on the links below to read the operational notices. Click on the months to view the full bulletins.

Our card network and interchange fee documents are now password protected. Please use the
following password to access these materials: $Worldpay24!

March 2024

Upcoming scheduled maintenance

Spring 2024 card network update webinar invite

EBT Card migration to EMV technology

Action needed: Multifactor authentication will soon be required in iQ
iQ Core updates

Email domain change to @worldpay.com

Time change reminder

Interchange and network fee bulletin

February 2024

Worldpay is now an independent company

Password protection for card network fee documents

Interchange and network fee bulletin

Updates to Visa Electronic Data Quality Program

Reminder: Visa requires Static Transaction ID for recurring and installment transactions
Upcoming scheduled maintenance

Peak Season 2024

iQ updates

January 2024

e Winter 2024 card network update webinar invite
Upcoming holiday closure: January 15
e Upcoming scheduled maintenance
o Root certificate change to Sectigo CA
Increase in account testing, BIN and enumeration attacks
e Interchange and network fee bulletin updates
Update: Visa requires static Transaction ID for recurring and installment transactions

December 2023

o Winter 2024 card network update webinar invite
¢ Upcoming holiday closures: December 25, January 1

o Peak season reminder
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http://www.dnb.nl/
https://empower2.fisglobal.com/rs/092-EMI-875/images/2024_03_March_Enterprise_Bulletin_Email_Program_Email.html?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20March%202024%20bulletin.pdf?version=0
https://events.teams.microsoft.com/event/51f1b8cd-2037-45f4-ba6a-84d366764c06@e3ff91d8-34c8-4b15-a0b4-18910a6ac575/registration
https://empower2.fisglobal.com/rs/092-EMI-875/images/EBT%20EMV%20Migration%20March%202024%20Bulletin.pdf?version=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fworldpay.egain.cloud%2Fkb%2FiQLoginHelp%2Fcontent%2FDEV-28464%2FMultifactor-Authentication-MFA-User-Setup&data=05%7C02%7Colivia.dawson%40fisglobal.com%7Ce5af9424d9524a93fc3c08dc3eee4aa8%7Ce3ff91d834c84b15a0b418910a6ac575%7C0%7C0%7C638454440370193495%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=wAgKdP%2BXwyAeTdcmRvLvYmHPGrY5IjrdfhpGkAkE8KE%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fworldpay.egain.cloud%2Fkb%2FHelp%2Fcontent%2FDEV-5329%2FiQ-Releases&data=05%7C02%7Colivia.dawson%40fisglobal.com%7Ce5af9424d9524a93fc3c08dc3eee4aa8%7Ce3ff91d834c84b15a0b418910a6ac575%7C0%7C0%7C638454440370205094%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=M%2FfPtC8AuallRfHJJNFNGtwDK5fAJehbeUp5mP7TqSk%3D&reserved=0
https://go.fisglobal.com/MDkyLUVNSS04NzUAAAGRuc7iyFq3tnovQxCHohn7jjgjW5cLbNLD-MpfwrEfBtzoL-cBs7WYLvqqpjqD4MyHWdygOH4=
https://empower2.fisglobal.com/rs/092-EMI-875/images/2024_02_February_Enterprise_Bulletin_Email_program_Email%20%281%29.html?version=0
https://corporate.worldpay.com/news-releases/news-release-details/worldpay-begins-operating-independent-company?utm_source=Worldpay+website&utm_medium=website&utm_campaign=Day+1+wp+release
https://empower2.fisglobal.com/rs/092-EMI-875/images/April%202024%20INFB%20v3?version=2
https://empower2.fisglobal.com/rs/092-EMI-875/images/Visa%20AFS%20Requirement%20Feb%202024%20Ops%20bulletin.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/Visa%20Static%20Tran%20ID%20Discontinuation%20Reminder%20Feb%202024%20Ops%20bulletin.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20Feb%202024%20bulletin.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2024%20Peak%20Season%20Communication%20-%20Merchant_US%20FINAL.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/iQ%20Core%20Release%20-%20February%202024.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2024%20Core%20ISV%20Operational%20Bulletins.pdf?version=0
https://events.teams.microsoft.com/event/22d60a10-dde4-4acb-88f1-9c2952d39e7c@e3ff91d8-34c8-4b15-a0b4-18910a6ac575/registration
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20reminder%20Jan%202024%20bulletin.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/Merchant%20Bulletin--Increase%20in%20Acct%20Testing%20B_Updated20240101.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/April%202024%20INFB%20v3?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/Visa%20Tran%20ID%20Update%20Dec%202023%20%281%29.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_12_December_Enterprise_Operational_Bulletin_Email_Program_Email.html?version=0
https://events.teams.microsoft.com/event/22d60a10-dde4-4acb-88f1-9c2952d39e7c@e3ff91d8-34c8-4b15-a0b4-18910a6ac575/registration
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023%20Peak%20Season%20Communication%20-%20Merchant_US%20FINAL.pdf
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PCI DSS v4.0 webinar invite

Test system unavailable and maintenance events

Update: Visa requires static Transaction ID for recurring installment transactions
Interchange and network fee updates

November 2023

Time change reminder

Reminder: Root certificate change to Sectigo

Test system unavailable and scheduled maintenance
Upcoming holiday observances

Peak season reminder

Interchange and network fee bulletin updates
Blocking of PANs transmitted by email

October 2023

Fall 2023 card network update webinar reminder
Upcoming scheduled maintenance and updates
Enhancements to iQ

Peak season reminder

Interchange and network fee updates

September 2023

Fall 2023 card network update webinar invite

Upcoming scheduled maintenance and updates

Updates to disputes in iQ — Rescheduled to September 21
Reminder: NC eWIC processor change

Interchange and network fee updates

August 2023

Summer 2023 card network update webinar invite

Upcoming scheduled maintenance events

NC eWIC processor change

Reminder: Expired CAP key removal

Reminder: Required EMV TAGS in settlement

Interchange and network fee updates

Enhanced Merchant Activity File (eMAF) updates September 2023

July 2023

¢ Visa Guidance to Guard Against Enumeration Attacks and Account Testing Schemes

¢ Contactless Cardholder Verification Method (CVM) limits by region reminder

e Mastercard Introduces M/Chip Performance Program for Canada, Latin American and
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http://www.dnb.nl/
https://empower2.fisglobal.com/rs/092-EMI-875/images/Dec%202023%20PCI%20webinar%20invite.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20reminder%20Dec%202023%20bulletin.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/Visa%20Tran%20ID%20Update%20Dec%202023.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/April%202024%20INFB%20v3?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_11_November_Enterprise_Operational_Bulletin_Email_Program_Email%20%282%29.html?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023%20RAFT%20Maintenance%20Schedule%20Final.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Enterprise%20Nov%20bulletin%20DigiCert%20Sectigo.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20reminder%20Nov%202023%20bulletin.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_11_November_Enterprise_Operational_Bulletin_Email_Program_Email%20%282%29.html?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023%20Peak%20Season%20Communication%20-%20Merchant_US%20FINAL.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/April%202024%20INFB%20v3?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/Enterprise%20Nov%20bulletin%20Blocking%20PANs.pdf?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_10_October_Enterprise_Operational_Bulletin_Email_Program_Email.html?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20reminder%20Oct%202023%20bulletin%20%282%29.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Enhancements%20to%20iQ%2C%20your%20online%20merchant%20services%20account.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023%20Peak%20Season%20Communication%20-%20Merchant_US%20FINAL.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/October%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_09_September_Enterprise_Bulletin_Email_Program_Email.html
https://empower2.fisglobal.com/rs/092-EMI-875/images/RAFT%20Maintenance%20upcoming%20events%20reminder%20Sept%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Merchant%20bulletin%20-%20enterprise%20iQ%20disputes%20enhancements.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/North%20Carolina%20eWIC%20Processor%20change%20update%20Sept%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/October%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_08_August_Enterprise_Operational_Bulletin_Email_Program_Email.html
https://empower2.fisglobal.com/rs/092-EMI-875/images/Maintenance%20Upcoming%20Event%20Reminders%20Aug%202023%20Bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/North%20Carolina%20eWIC%20Processor%20change%20Aug%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/EMV%20Terminals%20Expired%20CAP%20Key%20Removal%20Reminder%20Aug%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/EMV%20TAG%20Data%20Required%20in%20Settlement%20Reminder%20Aug%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/October%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/EMAF%20Updates%20for%20Sep%202023%20in%20August%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_07_July_Enterprise_Operational_Bulletin_Email_Program_Email.html
https://empower2.fisglobal.com/rs/092-EMI-875/images/Merchant%20Bulletin--Increase%20in%20Acct%20Testing%20BIN%20and%20Enumeration%20Attacks%20062823.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Contactless%20CVM%20Limits%20by%20Region%20and%20Brand%20July%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Mastercard%20mchip%20performance%20program%20CAN%20LAC%20AP%20July%202023%20bulletin.pdf
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Caribbean and APAC regions
¢ Verifone Vx530 end-of-life announcement
¢ Action Required: web application firewall updates
Interchange and Network Fee Updates
o October 2023
o Summer 2023

June 2023
e Upcoming maintenance and updates
e Expired CAP Keys update
e Device end of life announcement
e Mastercard Revised Limits for funding, MoneySend Payment, gaming and gambling

Transactions
o Limits by region
¢ Interchange and network fee updates

May 2023

PCI DSS 4.0 webinar

Upcoming maintenance and updates

VAP web application firewall updates

Mastercard updates on EMV fallback

Mastercard Visa MSD Contactless fees

Mastercard Decline Code (Auth Optimizer) fee delayed until October 2023
Interchange and network fee updates

April 2023

Spring 2023 Webinar Invite — Registration and Newsletter
Expired CAP keys in EMV devices

EMV TAG: 84 Requirement

Increase in card testing, BIN and brute force attacks

VAP Web application firewall updates

Upcoming scheduled maintenance

Mastercard and Visa Contactless reminder

Interchange and network fee bulletin

Upcoming VAP maintenance — April 17 and April 29
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http://www.dnb.nl/
https://empower2.fisglobal.com/rs/092-EMI-875/images/Mastercard%20mchip%20performance%20program%20CAN%20LAC%20AP%20July%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Partner%20Bulletin--Verifone%20Vx520%20End%20of%20Life%20Notification--FINAL20230626_updatedtable.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/WAF%20Migration%20July%2010.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/October%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/Summer%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_06_June_Enterprise_Operational_Bulletin_Email_Program_Email%20%282%29.html
https://empower2.fisglobal.com/rs/092-EMI-875/images/Maintenance%20Event%20Reminders%20June%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/MC%20Identifies%20Terminals%20with%20Expired%20CAP%20Keys%20June%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Bulletin--DeviceEndofLifeAnnouncement_FINAL_20230516.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/MC%20MoneySend%20Update%20Article%20June%20Bulletin%202023.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/MC%20MoneySend%20Update%20Article%20June%20Bulletin%202023.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Revised%20limits%20for%20Funding%2C%20MoneySend%20Payment%2C%20and%20Gaming%20and%20Gambling%20Payment%20Transactions.xlsx
https://empower2.fisglobal.com/rs/092-EMI-875/images/Summer%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_05_May_Enterprise_Operational_Bulletin_Email_Program_Email%20%281%29.html
https://empower2.fisglobal.com/rs/092-EMI-875/images/Viking%20Cloud%20June%202023_Invite%20with%20registration.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Updates%20and%20Maintenance%20Events%20May%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/WAF%20Updates%20VAP%20--%2020230503.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/MC%20EMV%20Fallback%20Noncompliance%20Assessments%20May%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Mastercard%20and%20Visa%20MSD%20Contactless%20Fees%20May%202023.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/MC%20Auth%20Optimizer%20Fee%20Delay%20for%20US%20May%202023%20bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Summer%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/2023_04_April_Enterprise_Operational_Bulletin_Email_Program_Email%20%281%29.html
https://events.teams.microsoft.com/event/5f0afc9c-2a9c-4772-8eae-180cd9577eb5@e3ff91d8-34c8-4b15-a0b4-18910a6ac575/registration
https://empower2.fisglobal.com/rs/092-EMI-875/images/Spring%202023%20NUNL.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/MC%20Identifies%20Terminals%20with%20Expired%20CAP%20Keys%20032023.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/EMD%20Merchants%20TAG%2084%20Dedicated%20File%20Name.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Merchant%20Notification%20--%20Increase%20in%20card%20testing%2C%20BIN%20and%20brute%20force%20attacks%20April%202023.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/WAF%20Updates%20VAP%20--%2020230328%20v2.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Updates%20and%20Maintenance%20Events%20APR%202023%20Bulletin.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/Merchant%20Bulletin--Mastercard%20and%20Visa%20MSD%20Contactless%20Noncompliance%20Fees--FINAL_2023-04-03.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/April%202023%20INFB?version=0
https://empower2.fisglobal.com/rs/092-EMI-875/images/VAP%20Kex%20Algorithm%20Retirement%2020230403.pdf
https://empower2.fisglobal.com/rs/092-EMI-875/images/VAP%20Maintenance%20April%2029.pdf
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